Ten years in the
wilderness, part IlI:
Diogenes on the
threshing floor

By Dario Forte and Richard Power

The Greek philosopher, Diogenes, walked the streets of Athens, car-
rying a lit lamp in broad daylight. He said he was looking for an hon-
est man. But, of course, Diogenes wasn’t really just looking for an
honest man; he was offering truths that only an honest man could
embrace. Diogenes belonged to the Cynic school. They taught by
example and used their own lives like lamps that radiated meaning.
Well, on assignment at the 15" annual RSA Conference, traversing
the exhibit hall, pacing the back of the hall during the general ses-
sions and trolling the conference rooms during the break out ses-
sions, we saw a lot of people who should know more about the
product they're selling, and a lot of other people who should know
more about the product they're shopping for. But we also saw some
truth-sayers, who like Diogenes, are looking for someone honest
enough to embrace the truth about cyber security.

E- commerce disguise

It is poignant that the last movement
of our three-part retrospective on the
past decade (1996-2006) should be
focused on the RSA Conference. A
decade ago, the RSA Conference was
only one of numerous cyber security
conferences. It started as a small gath-
ering of cryptographers and was very
technical in nature. Over the years, it
developed into an E-commerce show
disguised as a security conference. But
now, by attrition in the markerplace,
and its own natural evolution, the RSA
Conference has become the main
event. [ts exhibir hall is the industry’s
threshing floor.

How many of these exhibitors, we
wondered, would be here again next
year? How many of them were here
two years ago? Except for four or five
giants (their banners hang the highest,
and their booths have the best posi-
tions), there seems to be little continu-
ity from year to year.

Meanwhile, some of the brightest
minds and strongest voices are still

crying out in the wilderness — moving
from caravan to caravan, and leaping
from one stepping stone to another
just before it disappears beneath their
feet.

This month, in the final installment
of our retrospective, we will share our
experience at RSA with you, and ask
three big questions of some very
knowledgeable colleagues we bumped
into, wandering like Diogenes on the

threshing floor.

Man of the year (again?)
[t was disorientating to see Bill Gares
up on the big screen at the opening
general session of the 15" annual RSA
Conference, held recently in the heart
of Silicone Valley. Had we stumbled
into the wrong event? Then we
remembered, “Oh yes, he has done it
for three years in a row.”
Here are four truths abourt Bill Gartes
and Microsoft:
* Microsoft perceives its customer to
be the developer, Apple perceives
itS customer to bC th(.’ L‘nd uscr.

Richard Power

Dario Forte

The difference in philosophies is
profound, and results in profoundly
different products.

*  Only one US corporation that
existed in the year 1900 stll existed
in yvear 2000: General Electric
(GE). Bur in the year 3000, there
will be two still standing: GE and
Microsoft.

* Bill Gates belongs on the cover of
TIME Magazine - “Man of The
Year” issue for 2006, standing
alongside his wife and rock star
Bono, honored for humanirarian
efforts throughout the world

* Bill Gates does not belong in the
role of keynote speaker at a major
cyber security conference. Cerrainly
not for three years in a row.

We would have been more impressed
if we had found Gates and his numer-
ous development teams in the front
rows madly scribbling notes and listen-
ing to people who really have some-
thing to say about cyber security. So
we ask some of our colleagues, astute
and experienced cyber security profes-
sionals, what they would say if they
had a microphone and Gates and his
team were, indeed, sitting before them
in rapt attention.

Their responses proved insightful.

Microsoft

Rik Farrow
Rik Farrow (www.spirit.com) has been
a leading Internet consultant and
trainer for many years. He is also one
of the best writers on the cyber securi-
ty beat.
This is what he would tell Bill Gates.
“Windows, like most current operat-

ing systems, suffers from insecurity in
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depth. The operating system itself is
enormous, and executes with privileges
that make it easy to exploit. The next
version of Windows (Vista) will deal
with a small part of this issue by mov-
ing some device drivers out of the ker-
nel. But that still leaves a huge body of
code at the mercy of ever more sophis-
ticated attacks and rootkits. The other
aspect of insecurity in depth comes
from Microsoft’s legacy code. The
recent Windows Meta File (WMEF)
patches dealt with code written over a
decade ago as part of Windows 95.
While Microsoft has done much better
writing new code, and has performed
automatic checks on old code, the
majority of the code in current systems
was not written with security in mind.
Most applications use libraries that
include this old code. And with most
deskeop users working with
Administrative privileges, any exploit
of this code results in a system exploit.
Thus, the trusted code base includes
the myriad DLLs and software libraries
included in today’s applications, pro-
ducing insecurity in depth.

Unless and until Microsoft redesigns
their operating systems to support the
execution of insecure code, we can
expect to see the same routine of crirti-
cal patches to Windows code. I don’t
expect Microsoft to give up over a
decade’s worth of legacy code, so they
must learn how to execute old code,
and third party code, securely.”

Gene Schultz

Gene Schultz, who is now Chief
Technology Office for High Tower
(www.high-tower.com), founded the
U.S. Department of Energy’s
Computer Incident Advisory
Capability (CIAC) and, while at
Lawrence Livermore National
Laboratories, he co-founded the
Forum of Incident Response and
Security Teams (FIRST). He also
taught at Purdue University’s CERIAS
(Center for Education and Research in
Information Assurance and Security)
and at the University of California at
Berkeley.

Here is what he would tell Bill Gates:

“I'd tell him that although Microsoft
products have gotten quite a bit better
over time when it comes to security,
Microsoft still has a long way to go.
Microsoft’s Trusted Computing
Initiative (T'CI) was a giant step for-
ward, something that has earned a
great deal of respect among security
professionals such as myself. At the
same time, however, too many securi-
ty-related vulnerabilities, many of
them serious, in Microsoft products
keep emerging. And despite new solu-
tions such as the Windows Update
Server, keeping Microsoft systems
properly patched is still too hard
because of the sheer number of vulner-
abilities, the need to boot after patch-
ing in most cases, and the fact that
some of hot fixes are not as stable as

advertised.

Fred Cohen

Fred Cohen (www.all.net), formerly of
Sandia National Laboratories, and cur-
rently a senior analyst with the Burton
Group, has been an innovator in com-
puter virus defenses, information
assurance and deception.

“The fundamental problems with
Windows security stem from the busi-
ness model at Microsoft. The approach
is to give the gift that keeps on giving
- or in the case of Microsoft - sell the
software you have to keep on buying.
Security takes time and focused effort.
When you keep changing the architec-
ture, you keep rewriting code, and you
have an increasing code base that,
among other things, fails to use the
same routines to do the same things in
all places. For example, file creation
in Microsoft sets a wide range of dif-
ferent file creation dates, presumably
because each routine chooses a differ-
ent initial date. This may seem like a
minor issue, but it means that a pro-
gram that looks at file subsystem dates
and times within an OLE file to
rebuild a routine (like the make com-
mand does) ends up with date and
time stamps that yield the wrong
dependency relationships and can
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result in an improperly built routine.
This is quite subtle and may only have
an impact under some strange condi-
tion that is rarely encountered or not
anticipated by the people who write
the program analysis engines that do
compilation. In order to have a secure
environment, you need to also have a
mature environment. Mature code
bases can improve with age, and well
thought out detailed designs with
consistency in mind are necessary for a
higher surety level result. This is
directly at odds with how Microsoft
makes money, which is by selling the
operating system to its user base year
after year. It would be foolish of
Microsoft to give up the revenue
stream, and security weaknesses are
unavoidable in this context.

“The other important thing to
understand about the Microsoft envi-
ronment is that the more established
team members have spent their careers
taking short cuts and not doing things
in a sound and secure manner. This is
reflected clearly in the writings they
produce to tell the world how to do it
better. For example, “Writing Secure
Code (version 2)” tells us that inside
Microsoft, a typical decision of how
to determine whether denial of services
could be used against an Internet
interface is to run more random vec-
tors through code to test how long it
might end up running rather than to
analyze the complexity of the algo-
rithm. In practice, they think that
more testing can replace better analy-
sis, but attackers have historically been
willing to analyze the complexity of
algorithms to determine the worst-case
inpur sequence. When they do so,
unless the testing happened across it,
which is highly unlikely, the operating
system will grind to a hale. It is
endemic within Microsoft thart the
most senior people are not well educat-
ed in the issues they need to under-
stand to address security concerns, and
that starts at the top. We all know
that Gates himself is chief archirect
and never graduated from college.
While the wild and wooly days of the
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80s and 90s were important to the cre-
ation of the current computer industry,
the long term goal has to be stability
and reliability rather then ever increas-
ing and rarely used, poorly designed,
and not fully tested or analyzed com-
ponents racing to win the time to mar-
ket challenge. As areas mature, deeper
knowledge is the only path to success.
Until the whole organization comes to
embrace in-depth knowledge and well
thought out design, Microsoft will
never produce a secure anything.

Keith Rhodes

Keith Rhodes is Chief Technologist for
the US General Accountability Office
(GAO), and has directed some of the
U.S. federal government’s most impor-
tant studies of critical infrastructure
vulnerabilities and other security risks
produced over the last decade.

Here is what he would tell Bill
Gates.

“I would say to Bill that Microsoft
Press publishes the works of Steve
McConnell, who, I think, is one of the
finer observers of the foibles of soft-
ware development. I would suggest
that everyone in Microsoft have all of
Steve’s books in their personal library
and that they read them and that they
manage their software to the sugges-
tions he makes in those texts. I think
that if Bill and his team were to clearly
see themselves through the lens of
McConnell’s guides, they would either
have to start writing good code,
including testing it prior to release; or
they would have to be willing to
announce to the world that they do
not really care if it works or not, as
they view the person who buys their
code as being a developer of their
product, and, therefore, subject to all
the flaws and miscues that go with
product release. I would think that if
one is the market (e.g., Microsoft),
they could pause for a moment and
decide to build some code the right
way — even if it is a side development
in parallel to the main product line. I
would also clarify for Bill that there is
a difference between asking a buyer for

suggested improvements to a product
and making the buyer fix a broken
product.”

One step forward, two
steps back?

The next question we asked this fear-
some foursome concerned progress
over the last decade, vis-a-vis the tech-
nical dimensions of cyber security: one
step forward, two steps back? Is there
forward momentum or are we back-

sliding?

Rik Farrow

According to Farrow, it isn't as if cyber
security is backsliding, it is more like it
is sliding forward into the muck.

The biggest change in the last 10
years, in Farrow’s view, is the shift
from attacking servers to attacking
client software.

“Ten years ago, you used firewalls to
limit attacks to particular services on
servers. But, today, the method of
choice to get inside an organization is
to send emails that will exploit a user’s
mail-tool. Today’s attackers will com-
promise a Web server and install
exploits that will be downloaded onto
vulnerable Web browsers (WMF
again). So while public facing servers
still get exploited, the bulk of exploits
are against client systems.

“One reason for this change is that
client systems often have great band-
width, lots of processing power, and
poor administration, making them use-
ful to the owner’s of botnets. As
recently as 2001, DDoS atrackers tar-
geted UNIX systems, because they
were fast and well- connected. But
advances in technology have made
desktop systems better targets, and
security of the desktops has not kept
pace. Virus writers build on past virus-
es, creating ever more complex and
harder to detect viruses. Payloads have
become better at hiding as well. And
exploiting desktop systems today pro-
duces real ‘rewards,” in terms of theft
of passwords, credit card numbers, and
identity information.

“A large part of the security industi
focuses on band-aids —firewalls, virt
scanning, and various intrusion dete
tion schemes. The worst of these are
virus scanners, as they are an admis-
sion that today’s desktop systems can
not be made secure. Microsoft has
decided to cash in on their own inab
ity to produce secure systems by selli
anti-virus support. Microsoft has
admitted that their bestselling softwa
cannot be made secure, and will be
taxing users for band-aids to keep the
desktops limping along.

“Walking the exhibit hall at RSA
2005, I was impressed by cool new
hardware designed to work at ever
faster network speeds, blocking the
old, well-known attacks, while
attempting to filter out new attacks,
often unsuccessfully. The attacker ha:
the advantage over the defender, whe
current operating systems are fertile
ground for infection.

Why? Farrow faults computer indu
try as a whole, not just the security
segment.

“Our current model of computing
was born back in the late 60’s, when
timesharing became popular. In that
model, programmers designed operat
ing systems to protect users from eacl
other, and the operating system from
users. Today, users must be protected
from software that the user herself ru
(the mail-tool or Web browser, for
example), and that same user will oft
have sufficient privileges to both patc
and compromise the operating systen
This model stopped serving us more
than 10 years ago, when single user
computers were becoming the norm.
Today, the vast majority of systems
have single users, and most servers
function with just a handful of user
identities.”

Gene Shultz

Gene Schulez has a positive view of
progress over the last ten years.
“Over the last decade the practice of
information security has improved
somewhat— we have definitely made
some progress. Back in 1996, for
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example, firewalls were new and were
often looked upon with suspicion.
Firewalls are now commonplace. The
same can be said for intrusion detec-
tion systems and other useful tools.
Laws such as SoX, HIPAA, Gramm-
Leach-Bliley, and FISMA have forced
organizations to take their security
practices more seriously. Vendors such
as Microsoft have had a definite shift
with respect to how serious they take
security. I'd also be willing to bet that
if someone looked at the International
Security Forum benchmark data over
the last decade, there would be a
marked improvement in the use of
security countermeasutes and practices.
So, overall, despite the fact thar it
doesn’t come easy in the information
security field, there has definitely been
some progress over the last decade.

Fred Cohen

Fred Cohen’s assessment of technology
trends is somewhat less encouraging.
“Over the last 10 years, the vendor
community has embraced the eternal
fees perspective on selling security
stuff, while the industry is calling out
for more secure software rather than
more security software, as Phil
Venables once said. “The sell it first,
fix it later approach has continued to
avoid the liability issues that led long
ago to government imposed safety
mandates and the implied warranty of
sale for automobiles. Bur this situation
cannot continue forever.’

Keith Rhodes
Keith Rhodes questions people’s grasp
of the task at hand.
“I do not think that people understand
defense. Defense doesn’t show; it isn’t
headline news. Thus, it is hard to
make the work arttractive; it is hard o
even make thinking about the work
attractive.
For Rhodes, there is too much focus
on product and not enough on the
fundamental building blocks of securi-
ty itself.

“People don’t seem to understand
that security is based on vigilance and

diligence, not on a product or standard
or vendor suite. You have to be aware
of what you are protecting, and you
have to know what you are protecting
it against. You have to know how long
you have to protect it, and at what
cost. Vendors don’t offer that kind of
knowledge; it’s not off-the-shelf. We
have lost ground relative to people
thinking about their own roles in secu-
rity. Otherwise, we would not out-
source everything for off-shore devel-
opment.”

Rhodes also emphasizes the interpen-
etrating challenges of securing both the
physical and virtual worlds.

“There are no boundaries in a virtual
world, but the physical world still has
demographics and battle lines. I do not
think that we are ready for the mar-
riage of the physical and virtual
worlds. In the film ‘Being There,” Peter
Sellers points his TV remote control at
a young gang member and tries to
change the channel. When will we
know that it is no longer impossible?
What will security mean then?”

Trends in
security technology

Where are we going? What new trends
in security technology show promise?
What new trends in security technolo-
gy spell trouble?

Rik Farrow

According to Farrow: in the future, we
will see faster, smaller, and better con-
nected devices.

“Cell phones already have wireless
connectivity and immense processing
power. But the security of cell phones
today relies on closed systems —
something that has failed spectacularly.
Wireless networking has already made
it difficult to secure an organization’s
perimetet, but portable wireless devices
will make this increasingly impossible
to secure. Your Windows laptop will
automatically connect to any AP that
it finds, especially if it has a SSID it
has seen before (Linksys anyone?).

As we move forward, with more
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network-enabled devices, this will only
get worse.

Farrow believes we need a new para-
digm for moving forward securely.

“The old method of using firewalls
to protect the soft and chewy internal
network has little meaning as networks
become ever more interconnected, and
wireless access becomes both simpler
and faster. If you examine the past 10
years, you can see that we are still
using passwords, and our networking
technology still revolves around just
getting things to work (DHCP for IP
addresses, DNS without digital signa-
tures). Given the inertia I see today, it
is hard to imagine the industry, and
not just the security industry moving
forward. If anything, we have a large
special interest group who would lose
money and market share if things do
get better. But there are signs that this
will change. What will begin forcing
the change is the number of people
who have stopped using the Internet,
as they get tired of paying for anti-
virus software that doesn’t stop infec-
tion, animated pornography advertise-
ments and spyware. This is beginning
to happen now. The time for band-aids
has past. We need a new paradigm for
computing, one that makes good on
the promise of the now-ancient
Orange Book — that a trusted system
can securely run untrusted software.
We are working on this problem today,
and with any luck, we may once again
have computers that are both secure
and fun to use. “

Gene Shultz

Schultz sees both good and bad on the
horizon.

“On the good side, I am confident that
regulation and compliance considera-
tions will continue to have a very posi-
tive effect on the practice of informa-
tion security. Identity management
technology is particularly hot at this
time; it will not be long before a large
percentage of organizations adopt
some kind of identity management
solution. Intrusion prevention technol-
ogy will get considerably better over

March 2006

—0

Computer Fraud & Security
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the next few years, leading a growing
number of organizations to adopt this
very potentially useful technology.

On the dark side, however, it will
only get darker. Watch for malware
that ‘does it all,” i.e., requires no inter-
vention from perpetrators and hides
even better than today’s malware.
Watch for new, previously unimagined
financial rip-oft schemes.
Unfortunacely, many users who
thought they had learned their lesson
when they fell for previous schemes
will prove otherwise by falling for
these new schemes. We have seen only
the tip of the iceberg when it comes to
unauthorized access into databases that
store personal and financial informa-
tion.

Keith Rhodes

According to Rhodes, we are going
towards total integration and device
COn\’CrgCnCC‘

“The only limiting factor at the
moment.is the need for a screen and
keyboard, but once the virtual screen
is deliverable and the voice-control is
working acceprably, then you will

become the device. With smart fabrics
(not network fabrics, but clothing fab-
rics), there will be nothing that is not
connected; we will all be the podcast.
What worries me is the same old secu-
rity trend of putting bandages on the
wounded operating system or database
or application. As we converge the
devices and the applications, many
more cracks will appear in the wall,
and the attacker will be just water
finding a way through the small
cracks.”

Rhodes stresses the imporrance of
awareness and education.

“Security education is the only one
thing that I see that will help us now,
or in the future. People will have to
understand that most of what is
emailed to them is junk, just like on
television, or in their physical mailbox.
They will also have to get clear on
becoming more and more part of the
mesh, or the grid, as we accelerate
toward the ever-present, all-pervading
network.”

Fred Cohen
And Cohen seces progress in terms of
awareness and education.

“The inattention to security education
is S[Effing Lo reverse — more aﬂd more
funding to universities is being applied
to improve security education.
Although there is still a long way to
go, it is starting to head the right
direction. In 25 years, we will reap the
real benefits of this positive trend.”
Ten years in the wilderness. Two steps
forward one step back. Where will we
be in another 10 years? It is up to you.
Be like Diogenes. Embrace the hard
truths, and you will shed light wherev-
er you go.
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The convergence of

physical and

electronic security

Dr. Andy Jones, Security Research Centre,
BT, Adjunct, Edith Cowan University

Dr. Andy Jones

People have always been concerned with their physical security.
But security of information is a more recent phenomenon. Both
types of security have been traditionally disparate. But with phyis-
cal security moving towards electronic mechanisms - surely both
can be converged? Dr Andy Jones discusses.

We are constantly being told of che bene-
fits and problems that have been associated
with the convergence of computing and
telecommunications technologies. The
‘new’ technologies are increasingly giving
both the individual and organizations the

opportunity to achieve greater efficiency, to
achieve what had previously been thought
to be unachievable and to enjoy a better
quality of life.

One side effect of this technological
evolution and the growing maturity of

the information technology security
industry may be seen in the convergence
of physical and electronic security. in
relation to the technologies that are used
and the way that they are utilised and
the disciplines and procedures that are

implemented.
p

Separate

The measures taken to achieve physical
and electronic security have, historical-
ly, in the main, always been treated
separately. Physical security, which
includes the protection of buildings,
equipment, people and information
has been undertaken throughourt
recorded history and there is a great
deal of experience and knowledge as
to the best way to carry it out. In
addition ro this, physical security is
ubiquitous and affects us all in every
environment, from our home to our
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